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Problem Statement

» Build a Cloud Monitoring solution architecture that has the following features

» Dashboards to view usage of AWS resources, jobs and user activity

* Alerts to notify about irreqular usage

* Assumptions :
* An existing AWS environment with various services and resources configured — which require monitoring
A setof business applications and jobs are deployed to this AWS environment that generates logs and require log analytics and monitoring

A set of users authorized to use the above environment but the usage and activity needs to be monitored for abnormal usage

e Guidelines:

« Align the with ELK (elastic) stack with any custom additions
« Utilize AWS native services where appropriate — Lambda, Kinesis, etc.
* Adopt well-architected principles and best practices

«  Optimize for cost, maintainability, operational efficiency, security, while delivering the desired functionality
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Good to Have;
AWS CloudFormation Template
Action Hooks for automatic remediation

Monitoring of Non-AWS resources
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AWS Resources >

*  Highly Available and Fault Tolerant Dashboards & Visualizations
AWS User Activity *  Horizontally Scalable *  Reports
Business Applications *  Optimized for Monitoring, Search & Analytics *  Alerts & Notifications

Business User Activity
Business Processes / Jobs
On-prem / non-AWS resources

Preferably Open Source, widely supported
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Collect log and usage
data from a diverse set of
Data Sources and send it

to a central location

Buffer the hUQE amounts Aggregate and transform
of incoming data to the collected data into
match the ingestion the format necessary for

capacity of the storage

downstream components

Index and store data in a
fault-tolerant and
scalable cluster
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* Business Applications and Jobs running on AWS generating logs.

* AWS Console/CLI Users as well as Application Users and Services generate activity logs and audit trails. . .
z >.|

EC2 Servers Coagnito Lambda Cloudfrail

* Collection of log data is done by a set of agents based on the nature of data. 5

* CloudWatch Agent runs on AWS resources, collects the logs locally and pushes it to the ingestion pipeline .

* Beats (from Elastic) are another lightweight data shippers that are optimized to collect various types of data (log :
files, metrics, network packets, etc)

* Logstash can ingest and transform the data for storage in an Elasticsearch database cluster cloudontonng

* Alternatively Kinesis and Lambda can serve as the ingestion pipeline X
* Amazon Kinesis service automatically scales to handle the high volume of data ingestion p——

» Lambda functions can be invoked to transform the data

Kinesis
* There are a few alternatives to implement Elasticsearch : or I"rlrl
* Install & manage OpenSource distro of Elasticsearch on a cluster of EC2 servers that we monitor and manage, OR : [IL,,_,
* Leverage the AWS-managed Amazon Elastisearch service with built-in Kibana Elasticsearch Amazon Elasticsearch

Service

* Kibana is the open source data visualization tool from Elastic that will be used to monitor the metrics

* If running on self-managed EC2, Kibana will need to be installed and maintained by us

* X-Pack is a set of add-ons for Elastic stack that enhance the capability including ML based anomaly detection § Kpana
* Though X-Pack is open-source, it is currently not supported on AWS because of the licensing terms

* Alternatively, Amazon SageMaker service can be used to build and train an ML model to detect anomalies in key Sagemaker

metrics ] |
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